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MpoekT dhiHaHcyeTbca €Bponericbknm Coo3om. BucnoesneHi Aymkun Ta Nornsan € nuwe ocobnctummn gymkamum aBTopiB i He 060B'A3k0BO BigobpakatoTb No3uuito €Bponencbkoro Cot3sy un
BukoHaBuoro areHTcTBa 3 0CBiTU Ta KynbTypu €C (EACEA). EBponericokuii Coto3 Ta EACEA He HecyTb BiANOBiAanbHOCTI 3a Ui normsaun
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2006, KomiTeT MiHicTpiB Pagn €Bponn (JeHb NprBaTHOCTI)

COUNCIL OF EUROPE

”...a broad understanding of privacy and data protection as
core values central to protecting human dignity, autonomy and 5
the democratic functioning of our societies” (EDPS, 2025) CONSEIL DE LEUROPE

European Treaty Series - No. 108

Convention for the Protection of Individuals with regard to Automatic
Processing of Personal Data

Strasbourg, 28.1.1981

(Council of Europe, 1981)
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81% 59% 71% 80%
COUNTRIES WITH COUNTRIES WITH COUNTRIES WITH COUNTRIES WITH
E-TRANSACTIONS LAWS CONSUMERPROTECTION LAWS PRIVACY LAWS CYBERCRIME LAWS
3aKOHOAAaBCTBO
AABCT] 71% 9% 15% 5%
n po n p M B aTH I CTb COUNTRIES WITH COUNTRIES WITH COUNTRIES WITH COUNTRIES WITH
A a H M x B c B i T i LEGISLATION DRAFT LEGISLATION NO LEGISLATION NO DATA

Select a country v Select a region ~ DOWNLOAD FULL DATA

Data Protection and Privacy Legislation Worldwide

[1paBo NOAWMHU Ha NPUBATHICTb Ta
csobony!

Un nepenatoTbCs AaHi TPeTIiM
CTOpOHam

Cnocib 36bupaHHs, 30epiraHHs Ta
NOLMPEHHA AaHNX

3aKOHHICTb NOBOAKEHHSA 3 AaHUMW
KoHdbigeHuinHicTb — He beanekal
[lepcoHanbHi gaHi

(UNCTAD, 13/01/2025)
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— iM'a Ta npi3suLLE ocobu;
NMepcoHanbHi gaHi
— JoMallHa agpeca;
> |loeHTndikoBaHa ocoba — apgpeca €NEeKTPOHHOI MOLUTHN, Hanpuknag
. . N iIM'A.Mpi3BuMLLE @KOMMNAaHIA.com;
» MoxxnuBicTb igeHTudikauil ocobu P Le@
— HOMep igeHTUdIKaLUiNHOT KapTKy;
— JaHi npo MiCLIE3HaXOO)KEHHS (Hanpuknag, naHi npo
Micue3HaxooKeHHsA Ha MOBINbHOMY TeneoHi);
— appeca lHTepHeTt-npoTtokony (IP);
— igeHTudikaTop dpanny cookie;
— peKknamMHumn igeHTudikatop TenedoHy,
— [aHi, aki 36epiraloTbCAa MEOANUYHOK YCTAaHOBOK, Ta MOXYTb YHiKarnbHO

iIneHTudiKyBaTn ocoby.
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Regulation (EU) 2016/679 (General Data Protection
Regulation, GDPR)

[Mpo gocTtyn Ao nyoniyHoi iHpopmaLlii, no. 2939-VI,
BepxoBHa Paga Ykpainum (2011).

[1po 3aTBepakeHHs [TonoXkeHHs Npo Habopwu AaHUX, SKi
NiaNAratoTb ONPUITKOAHEHHIO YV dDOpPMi BIAKPUTUX JaHUX,
no. 835-2015-n, KabiHeT MiHicTpiB Ykpainu (2015).

[1pO 3axmUCT NepPCOHaNbHMX AaHux, No. 2297-VI,
BepxosHa Paga Ykpainu (2010).

[Mpo iHdopMmaLito, no. 2657—XIl, BepxoBHa Paga YkpaiHu
(1992).

[Tpo nepenik BigoMoOCTeN, LLO HE CTaHOBNATbL KOMEPLLINHOI

TaeMHuui, no. 611-93-n, KabiHeT MiHicTpiB YkpaiHu
(1993).

LimBinbHWI koaekc YkpaiHu, no. 435—1V, BepxoBHa Paga
YkpaiHu (2003).

>

>

>

>

>

>

>

3aranbHi HOpMU 3aKOHO4ABCTBA NPO
nepcoHarbHi AaHi

[103Bin

MiHiManbHi gaHi

[MpaBo OyTK 3a0yTUM

[Mpo3opicTb

TOYHICTb

Jlokanisauiss gaHux

be3neka

BignoBiganbHICTb 5


https://gdpr-info.eu/
https://gdpr-info.eu/
https://zakon.rada.gov.ua/go/2939-17
https://zakon.rada.gov.ua/go/835-2015-%D0%BF
https://zakon.rada.gov.ua/go/2297-17
https://zakon.rada.gov.ua/go/2657-12
https://zakon.rada.gov.ua/go/611-93-%D0%BF
https://zakon.rada.gov.ua/laws/show/435-15
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IHdbopmauinHa eTuka
cycninbHa Ta iHauBigyanbHa be3neka;

3abe3neyeHHa NpUBaTHOCTI;

» Privacy

3abe3nedyeHHs LiniCHOCTI AaHuX;

» Accuracy

v VWV VWV V

3PYYHICTb, MPAKTUYHICTb | MPOCTOTa AOCTYyny Ao iHdopmauil Ta Ti

> Pro perty BUKOPUCTaHHS;

» HepOonylleHHs 3noBXMBaHHA iHJopMauielo, HedoCToBipHE 11

» Accessibility

TpaKTyBaHHS1, NepeKkpyYyBaHHS;

» MOHITOPUHT | ayauT.
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OocniaHvuUubKa eTUKa

allea
. . G ¢ Qe
v KoMmneTeHTHicTb (HadiliHicm, Afeck O ‘"W
- \-\\\
Reliabilit 3Ty |
g iﬂteg\ < OF DTS L
: Sy
v" YecHicTtb (Honesty) y e au WY
v ] R t eortly- £ veyws
OBdra ( espec ) The European
v : : : : . Code of Conduct for
BignoBiganbHicTb (NiA3BITHICTb, Research Integrity

REVISED EDITION 2023

Accountability)

(ALLEA, 2023)
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»ETunKa B pocnigHNubKin poooTi (OOpi MPaKTUKKN) e 202

v' [locnigHnubke cepepoBuLle (Kyrnbrypa JoOpoYeCcHOCTI)
v TpeHyBaHHS1, KOHCYNbTYBaHHA, MEHTOPCTBO

v’ [locnigHuubKi npouenypu

v'[MonepempxkeHHsa (safeguards)

v [pakTnkn Ta ynpaeniHHA JaHUMK

v CninbHa poboTa

v [1ybnikauisa, noWnpeHHsa Ta aBTOPCTBO
v'PeLieH3yBaHHSA Ta OLiHKa
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IHTerpauis npyuHUuMniB
iHbopmauinHoI Ta
aocniaHUUbKOI eTUKU

poboma 3 daHuUMU)

IMTpuHIMD
Hu
MOCII1HALL
BKOT
ETHKH

ITpuHumuny iHhGopMallifiHOT eTHKH

To4YHICTE

TIpaBo BIACHOCTI

JlOCTYIIHICTE

TTosara

nosara jgo

HEeAONYIICHHS

NOTPHMAHHA IIPaB

zabe3rneueHHs

koHdigeHuiliHocT | danscudikanii ocid Ha HeOHCKpHMiHanifiHOrO
ITAHWUX; Ta dhadbpukarii oOMemxeHnHs OOCTYILY OO0 TAHHX;
BHKOPHUCTAHHA pesyiIeTaTIB BHKOPHCTAHHA PO3YMIHHS CYCIILIBHOT
HAJIEHKHHX JLOCH I EHHA; indopmarit 3HAYMMOCT] Ta BILIHBY
[IPaKTHK BHYEPIIHE (smicTy i OAaHHMX TA PEe3YILTATIB
nenepcoHanizanii | indopmyBaHHA crrocobiB), AKOIO OOCIIIXKEeHHA,
Ta AHQHIMAZAIUL PO MOKIHEBEIL BOHH BOJIOJiIOTH cHlIyBaHHA
HACITLIKH abo CYCIITBEHUM
JOCHIIKEHB PO3IOPAIKAKTHCH HIHHOCTAM
KomMnereH | 3HAaHHA OCHOBHHMX | BHMKOPHCTaHHA | 3HAHHA OCHOBHHX 3HAHHA Ta BMiHHA
THICTH 3acaj Ta HpaBHII HaJIEKHHX IIpaB Y4acHHKIB 3aCTOCYBATH CY4YacHI
MOBOJMKEHHA 3 MeTOoOiB NOCTiNMKEeHHS ; cTaHgapTH Ta
KOHOIAeHIIHHOK 30HUpaHHA, 3IHAHHA TEeXHOIOril
indopmallieto obpobxu Ta ocobiauBocTei HNOIMIUPEHHA JaHHX

yIpaBIiHHA

AocTyny no

OAHHMH; PI3HHX THIIB
JaHHX
Bignorina NOTPHMAaHHSA HENONYINEeHHs | JOTPHMAaHHS Npap BHKOPHUCTAHHSA
NBHICTE HOPM BHUCBITICHHSA BIIACHHKIB Ta HAJICKHHX MPaKTHK
3aKOHOAaBCTEA HElNepeBipeHnuxX PO3NOPANHHKIB IIOMIHPEHHA JaHHX Ta
npo dakris, iHdopmanii pesynsTariB
xoudineHniinicTs rinores Ta BIANOBIAHO OO OOCHIIMKEeHHA;
JIAHHX pPe3yIBTATIB; BH3HAYCHHX CHilyBaHHA
HaleXHHH 3akoHOM abo B HAJE¥HHM [IPAaKTHKAM
nuszain iHmMi cnoci® nybmikarii
OOCHLIMKEeHHA YMOB; pesynsTaris
AOTPHMaHHSA MOCTiKEHHA;
3aKOHOJABCTBa
mpo
IHTENEKTYAIbHY
BIIACHICTE
YecHICTH OOTPHUMAaHHSA 3abesneueHHs HAaleHHe BHMCBITJIEeHHS JAHUX Ta
OCODHCTHX MEK; 06’ EKTHBHOCTI iHhopMyBaHHA MeToonorii (Ha Becix

CHpaBeaIHBICTE;
rapaHTyBaHHSHA
OOTPHMaHHA
npasa Ha
KoHbineHUIHHICTE
YUACHHKIB
JOCILIMKEHHA

TA OPO30POCTL
OOCILIAEeHH

IIpo uxepena
AdaHHMX, BH3HAHHA
aBTOpPCTBA Ta
BHECKY

eranax ;KHTTEBOIO
LHMKIY JOCILIKEHE)

(KobnsiHebka, 2023)
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»ETunKa B pocnigHMuUbKin podoTi (MopyLleHHS)

: FFP: dpabpukauiqa, danbcundikauia, nnariat

: [TopyLLUEeHHA He3anexHoCTi Ta aBTOHOMHOCTI

- Bnnne Ha pobOoTy iHLWKNX

n HekopeKkTHe npoBeaeHHA OOCTiIKEHHS

m HeHanexHi nyonikauinHi npakTuku

- HeHanexHe LUUTyBaHHS

- HeHanexHe BukopuctaHHs LUI

- [TopyLieHHs KOHIAeHUIMHOCTI, NpaB yYaCHWUKIB OOCMIOXEeHHA, HeaoCcTaTHE IHPOPMYBaHHS

- IrHOpyBaHHSA NOpYLUEHb

10
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MpakTuUKn cnigyBaHHA €eTUMHMM NPUHLUMNAM B AOCHiOXEeHHSAX (3 AaHMMMK)

“* ETnka gaHux (FAIR, OS)
“* ETuKa npaktuk (3roga, KOHPIAEHUIUHICTb, BTOPUHHE
BUKOPUCTAHHS, aBTOPCTBO Ta iH.)

“» ETuka anroputmis (y T.4. LLUI)

11
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MpakTUKn cnigyBaHHA €eTUMHMUM NPUHLUMNAM B AOCHiOXXEeHHSAX (3 AaHMMK)

Indicators of data processing operations that may entail higher ethics risks

v ETnka obpobkun
OAaHNX

Types of personal
data

racial or ethnic origin

political opinions, religious or philosophical beliefs
genetic, biometric or health data

sex life or sexual orientation

trade union membership

Data subjects

children
vulnerable people

people who have not given their explicit consent to participate in the project

Scale or complexity
of data processing

large-scale processing of personal data
systematic monitoring of a publicly accessible area on a large scale

involvement of multiple datasets and/or service providers, or the combination
and analysis of different datasets (i.e. big data)

Data-collection or
processing
techniques

privacy-invasive methods or technologies (e.g. the covert observation,
surveillance, tracking or deception of individuals)

using camera systems to monitor behaviour or record sensitive information

data mining (including data collected from social media networks), ‘web
crawling’ or social network analysis

profiling individuals or groups (particularly behavioural or psychological profiling)
using artificial intelligence to analyse personal data

using automated decision-making that has a significant impact on the data
subject(s)

Involvement of
non-EU countries

transfer of personal data to non-EU countries

collection of personal data outside the EU

12

(Euporean Commission, 2021)
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MpakTuUKn cnigyBaHHA €eTUMHMM NPUHLUMNAM B AOCHiOXEeHHSAX (3 AaHMMMK)

v ETnka
NPaKTUK:

IHdpOopMOBaHa
3roga

TBEPOXXEHHS, WO Le — OOCTIOXEHHS;

IHbopMaLia Npo O0ChigXEeHHS,

MeTa OOCNIgXKEHHSA Ta Moro TpuBearsicTb;

npouenypu AocnigXeHHs Ta rpadik BisUTIB (3anydeHHs);

BiAMOBIOANbHICTb;

Hacnigkn BiAMOBM Bif y4acTi B AOCiAXeHHI abo BigKNMKaHHA HadaHUX OaHUX;
YiTKe 3a3Ha4YeHHda 3MICTYy eKkcrnepuMeHTanbHOI cknagosol (0cobnmMBo BaXKnmBO
Ona MegudHol ranysi);

PO3KPUTTA anbTepHaTUB (SKLWO MOBa Mae Npo cnocid nikyBaHHS, HaNpuKnag);
MOXNUBI PU3NKN, Npobrnemun, HE3PYHHOCTI;

NOTEHLUINHI nepeBarn ansa y4yacHukis;

npaBa y4acCHWUKIB;

KOH(IAEHUINHICTb AaHnX, AocnigXeHHa Ta 36epiraHHsa iHdopmauit;

Oyab-siKi BUTpaTh NOB’A3aHi 3 y4acTo B AOCNIOXKEHHI;

KOHTaKTWU;

OPIEHTOBHA KiNbKICTb YYaCHUKIB O0CHIOXEHHS.

13
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MpakTuUKn cnigyBaHHA €eTUMHMM NPUHLUMNAM B AOCHiOXEeHHSAX (3 AaHMMMK)

v YHUKHEHHSA

" yrepeaXeHoCTi, HEHaNeXHol MeToaosioril 4OCiAXeHHS,
HenpaBUITbHOIO 3BITYBaHHSA Ta HEHANEXHOro

‘/ETMKa NPAKTUK BUKOPUCTaHHSA iHpopmaLi

= doabpukadii i MaHinysrtoBaHHS

" nnariaTty

* nybrnboBaHUX nyo6nikawin

* nybnikauin «Cansami»

v HanexHe aBTOpPCTBO (BHECOK, (hiHanisauin,
NnoromxeHHs, BignoBiganbHIiCTb), pekoMmeHaawil
COPE

v’ CBO€4YacHe BuUNpaBrieHHA (KopuryBaHHs) 3a
HeoOXiaHOCTI 14


https://publicationethics.org/resources/discussion-documents/authorship
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& unesco!

European
Commission

Al in Science

Recommendation on

the Ethics
Of Art,lﬁCIaI O s b ¢ . Harnessing the power of
Intelligence Py S to accelerate discovery

and foster innovation

(UNESCO, 2021)
(UNESCO, 2024)
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(European Comission, 2023)

Living
guidelines

on the
RESPONSIBLE
USE OF
GENERATIVE Al
IN RESEARCH

ERA Forum
Stakeholders’
document

First Version, March 2024

(European Comission, 2024)
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BianoBiganbHe BUKOPUCTAHHA

. TexHonoriu WI B gocnigxeHHAX
v ETnka anroputmis
* HapginHicTb/ BOCTOBIPHICTbL
= YecHicTb

= [loBara

= [lia3BITHICTb Ta NPO30OPICTb

(European Comission, 2024)
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L)

L)

BignoBiganbHe BukopucrtaHHa texHonorin Wi B

OOCNiAKeHHAX:
BIOAMOBIOAJIbHICTb 3a HaykoBuM pe3yneraT
Npo3ope BukopucraHHA reHepaTuBHux LU

YBara Ao nutaHb KOHiaeHUinHOCTI, NPUBaTHOCTI,

IHTeneKkTyanbHUX npas

NoBara oo 3akoHoOaBCTBA

Continuously learn how to use generative Al tools properly to maximise their

benefits, including by undertaking training.

e Generative Al tools are evolving quickly, and new ways to use them are regularly
discovered. Researchers stay up to date on the best practices and share them with
colleagues and other stakeholders.

BigmoBa Big BukopuctaHHs LI, konu ue moxe BNANHYTU

Ha iHWi opraHi3auii adbo gocnigHuUKIiB

2. GUIDELINES ON THE RESPONSIBLE USE OF GENERATIVE Al
IN RESEARCH

2.1. RECOMMENDATIONS FOR RESEARCHERS
For generative Al to be used in a responsible manner, researchers should:

1. Remain ultimately responsible for scientific output.

« Researchers are accountable for the integrity of the content’ generated by or with
the support of Al tools.

» Researchers maintain a critical approach to using the output produced by
generative Al and are aware of the tools' limitations, such as bias, hallucinations™
and inaccuracies.

* Al systems are neither authors nor co-authors. Authorship implies agency and
responsibility, so it lies with human researchers.

* Researchers do not use fabricated material created by generative Al in the
scientific process, for example falsifying, altering or manipulating original research
data.

2. Use generative Al transparently.

+ Researchers, to be transparent, detail which generative Al tools have been used
substantially™ in their research processes. Reference to the tool could include the
name, version, date, etc. and how it was used and affected the research process. If
relevant, researchers make the input (prompts) and output available, in line with
open science principles.

« Researchers take into account the stochastic (random) nature of generative Al
tools, which is the tendency to produce different output from the same input.
Researchers aim for reproducibility and robustness in their results and conclusions.
They disclose or discuss the limitations of generative Al tools used, including
possible biases in the generated content, as well as possible mitigation measures.

3. Pay particular attention to issues related to privacy, confidentiality and
intellectual property rights when sharing sensitive or protected information with

Al tools.

« Researchers remain mindful that generated or uploaded input (text, data, prompts,
images, etc.) could be used for other purposes, such as the training of Al models.
Therefore, they protect unpublished or sensitive work (such as their own or others’
unpublished work) by taking care not to upload it into an online Al system unless
there are assurances that the data will not be re-used, e.g., to train future language
models or to the untraceable and unverifiable reuse of data.

(European Comission, 2024)
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