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INekTop: KobnsaHcbKka IHHa,

K.€.H., AOUEHT, OOLEHT Kadenpn eKOHOMIKM,
nignpnemMHuuTBa Ta 6i3Hec-agMiHICTpyBaHHS,
CyMcCbKNn fepxaBHUN YHIBEPCUTET,
l.Lkoblianska@biem.sumdu.edu.ua

MaTepianu Kypcy «EBponencbKi NpakTMKKU HayKoBOI J,0CKOHANOCTi B und posy epy 2025», Wwo peani3yeTbca B pamkax NpoekTy kKadenpa XaHa MoHe «3milHeHHA nigepcTtBa Ta
cnpomoxHocTi €EC y cdepi Hayku Ta iHHOBaLi» (101175767-EU_STRENGHTS—-ERASMUS-JMO-2024-HEI-TCH-RSCH) 2024-2027.

MpoekT diHaHcyeTbest €BponeicbkMm Coto3oM. BucnosneHi AyMky Ta nornaau € nvwe ocobuctumm Aymkamuy aBTopiB i He 060B'A3KOBO BigobpaxatoTb noaulito €sponencbkoro Cowosy um
BrkoHaBuoro areHTcTBa 3 OCBITM Ta KynbTypn €C (EACEA). €poneiicbkuii Coto3 Ta EACEA He HecyTb BiAnoBiganbHOCTI 3a Ui NOrnsau
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DATA PROTECTION DAY

28 January 2024

2006, KomiteT MiHicTpiB Pagn €sponu (LeHb NnpMBaTHOCTI)

F B
COUNCIL OF EUROPE

”...a broad understanding of privacy and data protection as
core values central to protecting human dignity, autonomy and s
the demoaratic functioning of our societies” (EDPS, 2025) CONSENL DE LELROPE

European Treaty Series - No. 108

Convention for the Protection of Individuals with regard to Automatic
Processing of Personal Data

Strasbourg, 28.1.1981

(Council of Europe, 1981)
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COUNTRIES WITH COUNTRIES WITH COUNTRIES WITH COUNTRIES WITH
E-TRANSACTIONS LAWS CONSUMER PROTECTION LAWS PRIVACY LAWS CYBERCRIME LAWS
3akoHopaBCTBO 1% 9% 15% 5%
n po n p" BaTH Ic.rb COUNTRIES WITH COUNTRIES WITH COUNTRIES WITH COUNTRIES WITH

Select a country ~ Select a region ~ DOWNLOAD FULL DATA

Data Protection and Privacy Legislation Worldwide

[MpaBo NOAVMHN HA NPUBATHICTb Ta
csobony!

Uu nepepnatoTbCs AaHi TpeTim
CTOpPOHaM

Cnocib 36upaHHs, 36epiraHHsa Ta
NOLIMPEHHS JaHNX

3aKOHHICTb MNOBOAXEHHA 3 AaHUMU
KoHdigeHUinHicTb - He 6e3nekal
[lepcoHanbHi aaHi

(UNCTAD, 13/01/2025)
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lNMepcoHanbHIi AaHi
> |lpeHTudikoBaHa ocoba

» MoxXnuBIiCcTb igeHTuikauii ocobu

iM'sl Ta Npi3BuLLE ocobu;
AOMalUHA afpeca;
ajgpeca eNeKTPOHHOI
iM'A.Mpi3BnLLE@KOMMNaHisa.com,;
HOMEpP iAeHTUdIKALINHOI KapTKu;

AaHi npo

MiCLLe3HaxXOaKEHHS

MOLUTH, Harnpukriaz

(Hanpuknag, JaHi npo

MiCLLe3HaxXo4XeHHA Ha MobBinbHOMY TeneoHi);

apgpeca IHtepHeT-npoTtokony (IP);

iaeHTudikaTop dpanny cookie;

peKnamMHum igeHTudikaTop Tene@oHy;

AaHi, sKi 30epiraloTbCAa MeANYHOK YCTAHOBOI, Ta MOXYTb YHIKanbHO

ineHTndikyBaT ocoby.
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Requlation (EU) 2016/679 (General Data Protection
Reqgulation, GDPR)

[Mpo pocTtyn go nybniyHoi iHdpopmadiii, no. 2939-VI,
BepxoBHa Paga Ykpainu (2011).

[Mpo 3aTBEpAXEHHS [Tof1oXeHHA Npo Habopu AaHUX, SAKi
NigNaratoTb ONPUNKOAHEHHIO Y POPMI BIAKPUTUX OaHUX,
no. 835-2015-n, KabiHeT MiHicTpiB YkpaiHu (2015).

[1po 3aXUCT NePCOHAaNbHUX AaHUX, N0. 2297-VI,
BepxoBHa Papa Ykpainu (2010).

[Mpo iHdopmauito, no. 2657-XI1, BepxosHa Paga YkpaiHu
(1992).

[Tpo nepenik BigoMOCTEeW, L0 HEe CTAHOBNATbL KOMEPLLINHOI

TaemMHuLj, no. 611-93-n, KabiHeT MiHicTpiB YKpaiHu
(1993).

LinBinbHUN Kogekc YKpainu, no. 435-1V, BepxosHa Pana
Ykpainu (2003).

3aranbHi HOpMKX 3aKOHO4aBCTBa NpPo
nepcoHarbHi gaHi

[1o3Bin

MiHiManbHi gaHi

[TpaBo 6yTn 3abyTnm

[Mpo30picTb

TOYHICTb

JMokani3aujig paHumx

Beaneka

BignosiganbHICTb 5


https://gdpr-info.eu/
https://gdpr-info.eu/
https://zakon.rada.gov.ua/go/2939-17
https://zakon.rada.gov.ua/go/835-2015-%D0%BF
https://zakon.rada.gov.ua/go/2297-17
https://zakon.rada.gov.ua/go/2657-12
https://zakon.rada.gov.ua/go/611-93-%D0%BF
https://zakon.rada.gov.ua/laws/show/435-15
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IHpopmauinHa eTUKa

» Privacy

» Accuracy

» Property

» Accessibility

YV V VY VY

cycninbHa Ta iHgMBigyanbHa 6e3neka;
3abe3ne4vyeHHs NpUBaTHOCTI;

3abe3neyeHHsa LiniCHOCTI AaHUX;

3PYYHICTb, NPAKTUYHICTb | NPOCTOTa AOCTYNYy A0 iHopMmauii Ta 1i

BUKOPUCTAHHA,

HeOOMNYyLWEeHHS 3JI0BXWBAHHA [HGOpMaLJ€ELo,

TPaKTyBaHHSA, NepeKpyyyBaHHS;

MOHITOPWHT | ayauT.

HeaOCTOBIpHe
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OdocnigHUUbKa eTUKa
allea

v' KoMneTeHTHICTb (HadiliHicmab,

WY ik

Reliability) <
iﬂteg 3§ e g, O
. e
v YecHicTtb (Honesty) L e ¢ At .
, o N
ari Uy - \,\'\\\"'
\/ e b2 L7] A
[ToBara (Respect) The European
v' BignosiganbHicTb (MiA3BITHICTD, Code af Canductior

Research Integrity
REVISED EDITION 2023

Accountabillity)

(ALLEA, 2023)
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»ETuka B gocnigHuubKin poooTi (A00pI NPaKTUKU) i 20

v [JocnigHnubke cepeposuile (KynbTypa Ao6poyeCcHOCTI)
v TpeHyBaHHSA, KOHCYJIbTYBAHHSA, MEHTOPCTBO

v’ [locnigHuubKI npoueaypu

v’ [lonepenxeHHa (safeguards)

v [lpakTnku 1a ynpasniHHA OaHUMU

v CninbHa poboTa

v [ybnikauisi, nolnMpeHHs Ta aBTOPCTBO
v'PeueH3yBaHHA Ta OuiHKa
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IHTerpauis npuMHUUniBe
iHpbopmauinHoI Ta
aocniaHUUbKOI eTUKU

(poboma 3 0aHUMU)

Ipurmn IMpunumnu indgopmainiol erukm
" LIRuBaTsicts, TounicrTs ITpaBo BnacHocTi Hocrynuicrs
HOoCHianuI
LKOT
CTHKH
IMorara nowara J1o HEJONYICHHS | JOTPUMAHHN [IPAR zaGesncucHHs
koudinenuiinocTi | danveudikaniy ocib ua HEAMCKPHUMIHALIITHOIO
JAHMX, Ta (pabpuxanif OOMEeKeHHN JLOCTYIY JIO IaHUX,
BHKOPHCTAHHSA pe3ynbTaTis BHKOPHCTAHHSA PO3YMIHHA CYCHIUIBHOT
HAJNCHKHUX JLOC K er s ; inopmanii IHAMMMOCT] Ta BILIMBY
MPaKTHK BHUCPITHE (amicry i JAQHMX TA Pe3yJILTATIA
aenepconasisanii | indpopmynarsn crrocobin), Koo nocHiamens,
Ta GUOIIMIZALIL Npo MOMKJIHBI BOHH BOJOJIIOTE CIily BAHHS
HACIIAKH abo CyCHiIBHUM
JIOCHIJIKCHE PO3NOPHIZKAIOTLCH HIHHOCTAM
KoMnieTeH | 3HAHHS OCHOBHMX | BHKOPHCTAHHS | 3HAHHS OCHOBHHX FHAHHS TA BMIHHS
THICTL sAcCaJl T Hpanu HAJIEHHHX npap yuacuukin IACTOCYBATH CcyHacHi
MOBOJUKCHHS 3 MeTOaIR JOCIIJIMKCHHS CTAHAAPTH TA
Konpiaenuinnow 3Oupans, AHAHHA TEXHONOriT
inopmauiero obpobku Ta ocobnurocrei NMOIMIUPCHHS JIAHUX
YHPaBIiHHA OCTYILY 10
JAHMMM, pPisHMX THIIIB
JAAHMX
Bianosiaa JAOTPUMAs HEeAONYLEHHs | JoTpuManis npans BHUKOPHCTANIA
JLHICTE HOPM BHCBITIICHHSA BJIACHHUKIB Ta HAJICHKHHUX NPAKTHK
INKOHOAABCTHA Henepesipennx PO3HOPAMINKIR NOWMPEHH JAHNX TA
npo paxrin, iHgopmariy pesyinTaria
KOH(DIACHUIIHICTE rinores Ta BIANOBLIHO 110 JOCHIAMKCHHSA
JAHUX pesynTaTIR, BH3HAMCHUX CHJLY BAHHS
HAJICHKHMI 3aKoHOM abo B HAJICKHMM [IPAKTHKAM
amsain inmmit cnoci® nyGnixanii
JOCITIJIKCHHS YMOR; pe3yneTaria
JAOTPUMAHHA JOCHIIKEH 3,
3AKOHO/IABCTRA
npo
inrenexryainny
BJIACHICTH
Yecuicrns AOTPUMANTN sabesneuenns HTEHHE BUCBITIACHIN JAAHAX TH
0COBHCTHX MCIK] 06’ekTHBHOCTI indpopmyBaHHs Mmerononorii (Ha Beix
CHPABCUITHBICTD; T nNposopocTi po JpKepea CTANAX KUTTCBOIO
rapaHTyBAHHN JLOCITJIKCHHS JIaHMX; BUIHAHHSI HMKIY JLOCTIJIKEeHE)
JAOTPUMAHHSA ABTOPCTRA TA
npasa Ha BHECKY
KoH(p1gCHUIHHICTL
yuacHmkin

AOCTIJIKCHHSA

(KobnsiHebka, 2023)




- Sw s s ' e il - D@@ S

»ETuKa B pocnigHULUbKiu poooTi (NnopyLleHHSA)

- FFP: dhabpukauisa, banbcudikauisa, nnariat

- [TopyLleHHA He3anexHoCTi Ta aBTOHOMHOCTI

: Bnnne Ha pobOoTY iHLWINX

- HekopekTHe npoBefeHHA O0CNIOXEeHHS

- HeHnanexHi nyb6nikauinHi npakTuku

- HeHanexHe uuTyBaHHA

- HeHanexHe sukopuctaHHaA W

- [MopyweHHA KOHPIAEHUIMHOCTI, NpaB y4aCHUKIB OOCMIOXEHHSA, He4OoCTaTHE IHPOPMYBaHHA

- IrHOpyBaHHA NOPYLLUEHb

10
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MpakTUKM cnigyBaHHA eTUMHUM NPUMHUUNAM B JOCHiAKeHHAX (3 AaHUMWN)

*» ETuka paHunx (FAIR, OS)
** ETuKa npakTukK (3roga, KOHMIAEHLUINHICTb, BTOPUHHE
BUKOPUCTaHHA, aBTOPCTBO Ta IH.)

“» ETuka anroputmis (y 1.4. LWI)

11
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MpakTUKM cnigyBaHHA eTUMHUM NPUMHUUNAM B JOCHIAKeHHAX (3 AaHUMWN)

Indicators of data processing operations that may entail higher ethics risks

v ETnkKa 06pobkn
OAaHNX

Types of personal

data

Data subjects

Scale or complexity
of data processing

racial or ethnic origin

political opinions, religious or philosophical beliefs
genetic, blometric or health dats

sex life or sexual orientation

trade union membership

children
vulnerable people

people who have not given their explicit consent to participate in the project

large-scale processing of personal data
systematic monitoring of a publicly accessible area on a large scale

involvement of multiple datasets and/or service providers, or the combination
and analysis of different datasets (i.e. big data)

Data-collection or

processing
techniques

privacy-invasive methods or technologies {e.g. the covert observation,
surveillance, tracking or deception of individuals)

using camera systems to monitor behaviour or record sensitive information

data mining (including data collected from social media networks), ‘web
crawling’ or social network analysis

profiling Indlviduals or groups {particularly behavioural or psychological profiling)
using artificial intelligence to analyse personal data

using automated decision-making that has a significant impact on the data
subject(s)

Involvement
non-EU countries

of

transfer of personal data to non-EU countries

collection of personal data outside the EU

12

(Euporean Commission, 2021)
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MpakTUKM cnigyBaHHA eTUMHUM NPUMHUUNAM B JOCHiAKeHHAX (3 AaHUMWN)

‘/ —  TBEPOXEHHS, WO Ue - OOCNIOXEHHS,;
ETM Ka — IHgopMauia Npo AoCnigXeHHS;
— MeTa OOCHiOXEHHA Ta Noro TpuBarnicTb;
ﬂ pa KTM K — npoueaypwn gocnigxXeHHa Ta rpadik Bi3UTIB (3any4yeHHs);
—  BiANOBIAANbHICTb;
— Hacnigku BigMOBM Bif, y4acTi B AocnigXeHHi abo BiAKNMKAHHA HafaHUX AaHUX;
— 4iTKe 3a3Ha4yeHHs 3MICTYy eKCnepuMeHTanbHOI CKNaaoBoi (0COBNMBO BaXMBO

IH CpO PMOBaAHa Ans MeauuHol ranysi);

—  PO3KpUTTH anbTepHaTMB (SKLWO MOBa 1Mae npo crnocib nikyBaHHA, Hanpuknaa);
3r0.ula —  MOXJIMBI pU3MnKK, NPo6riemMmn, HE3PYUHOCTI;

— NOTEHUINHI nepeBarn Ansa y4acHUKIB;

— rpaBa Y4YacCHNKIB;

—  KOHIAEHUINHICTb AaHuX, [OCNioXeHHA Ta 30epiraHHa iHdopmallii;

—  B6yab-aKi BATpPATK NOB’sA3aHi 3 y4aCTO B AOCHIAXEHHI;

—  KOHTaKTy;

—  OPIEHTOBHA KiNbKICTb YYaCHUKIB OOCIOXEHHS.

13
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MpakTUKM cnigyBaHHA eTUMHUM NPUHUUNAM B JOCHiAKeHHAX (3 AaHUMWN)

v YHUKHEeHHH
" ynepenxeHoCTi, HeHaieXHol MeToaonoril 4oCNIAXEHHS,
HenpaBUNbHOro 3BITYyBaHHA Ta HEHANEXHOro
v ETrKa NPaKTUK BUKOPWUCTAHHSA IHpopMaLi
= dbabpukauil i MaHinyntoBaHHSA
= nnariaty
= ny6nboBaHMX Nyonikauin
= nybnikauin «Canami»

v HanexHe aBTOpCTBO (BHECOK, chiHani3auin,
nOoroaXXeHHs, BignoBiganbHICTb), peKoMeHAaauil
COPE

v CBO€YacHe BuUNpaBneHHA (KOpUryBaHHs) 3a
HeoOXiaHOCTI 14
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Recommendation on

the Ethics
of Artificial
Intelligence

(UNESCO, 2021)
(UNESCO, 2024)

(European Comission, 2023)

Living
guidelines

on the
RESPONSIBLE
USE OF
GENERATIVE Al
IN RESEARCH

Al in Science

ERA Forum
Stakeholders’

Hamessing the power of document

Al to accelerate discovery
and foster innovation

First Version, March 2024

(European Comission, 2024)
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BignoBiganbHe BUKOPUCTaAHHA

. TexHonorin Wl B aocnigxeHHAX
v ETuka anroputmis
» HapgiunHicTb/ AOCTOBIPHICTbL
= YecHicTb

= [loBara

= [lia3BITHICTbL Ta NMPO30OPICTb

(European Comission, 2024)
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BionoBiganbHe BUKOpUCTaHHA TexHonoriv Wi B

nocnigxeHHAX:

BIAMOBIOAJIbHICTb 3a HaykoBuM pe3ynbTaT

NMpo3ope BuKkopuctaHHA reHepatuBHux LUI

YBara oo nutaHb KOHiaeHUiNHOCTI, NPUBaTHOCTI,

IHTenekTyanbHUX npas

NMoBara no 3akoHogaBCTBa

Continuously learn how to use generative Al tools properly to maximise their

benefits, including by undertaking training.

e Generative Al tools are evolving quickly, and new ways to use them are regularly
discovered. Researchers stay up to date on the best practices and share them with
colleagues and other stakeholders.

BigmoBa Big BukopuctaHHsa LI, konu ue Mmoxe BNSIMHYTU

Ha iHWi opraHi3auii abo gocnigHuUKIB

2, GUIDELINES ON THE RESPONSIBLE USE OF GENERATIVE Al
IN RESEARCH

2.1. RECOMMENDATIONS FOR RESEARCHERS

For generative Al 1o be used |n a responsible manner, researchers should

Remain ultimately responsible for scientific output.

Researchers are accountable for the integrity of the content’ generated by or with
the support of Al tools

Rasearchers maintain a crtical approach to using the output produced by
generative Al and are aware of the tools’ limitations, such as bas, haliucinations '
and inaccuracies,

Al systems are neither authors nor co-authors. Authorship implies agency and
responsibility, so it lles with human researchers.

Researchers do not use fabncated matenal created by generative Al In the
scientific process, for example falsifying, altering or maniputating original research
data

Use generative Al transparently.

Researchers, 1o be lransparent, detall which generative Al lools have been used
substantially'® in their research processes. Reference to the tool could include the
name, version, date, etc. and how it was used and affected the research process. If
relevant, researchers make the input (prompts) and outpul available, in fine with
open science princples

Researchers take into sccount the stochastic (random) nature of generative Al
1ools, which is the tendency to produca dfferent output from the same Input
Researchers aim for reproducibility and robustness in their results and conclusions.
They disclose or discuss the limitations of generative Al toals used, including
possible biases in the generated content, as weif as possible mitigation measures.

Pay particular attention to issues related to privacy, confidentiality and
Intellectual property rights when sharing sensitive or protected Information with
Al tools.

Researchers remain mindful that generated or uploaded input (text. data, prompts,
mages, ot¢.) could be used for other purposes, such as the training of Al models
Therefora, they protect unpublished or sensitive work (such as thesr own or others’
unpublished work) by taking care not to upload i into an online Al system unless
there are assurancas that the data wil not be re-used, 0.9, to fran future language
models or 1o the untraceable and unvedfiable reuse of data

(European Comission, 2024)
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» BuKkopucTtaHa nitepaTtypa Ta KOPUCHI pecypcu
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